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Data Protec*on Policy 
 

1. Introduc7on 

 
This policy outlines how we will comply with the, 
 

• General data Protec7on Regula7ons (GDPR) 
• Data Protec7on Act 2018 
• Ar7cle of the Human Rights Act 
• Any Associated case law. 
• Ensure all employees involved in processing personal informa7on understand their 

responsibili7es. 
 

2. Policy Objec7ves 

 
The aim of this policy is to assure the people about whom we hold data that we’ll process and 
store their personal informa7on in accordance with the GDPR. 
 

3. Scope 

 
This policy applies to all individuals who handle personal data on behalf of the Willats Trust, 
including employees, trustees, volunteers, contractors, agents and data processors 
 
Throughout the Policy the terms you and your mean all individuals who handle personal data 
on behalf of the Willats Trust The terms we, our and us mean The Willats Trust. 
 

4. What is the General Data Protec7on Regula7on 

 
The General Data Protec7on regula7on (GDPR) sets out legal requirements for all 
organisa7ons processing personal data. The Regula7on is designed to give individuals greater 
control and protec7on over the use of their personal data. 
 
Data Protec7on Law is enforced in the UK by the Informa7on Commissioner’s office (ICO). The 
ICO can impose strong penal7es on is if we don’t comply with the GDPR, including criminal 
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prosecu7on, non-criminal enforcement, and audit. The ICO can issue monetary penal7es of 
up to 4% of The Willats Trust annual turnover or an unlimited fine in a Crown Court 
 

5. How will we comply with the Principles of the General Data Protec7on Regula7on? 

 
We’ll comply with the six principles of the GDPR by: 
 
1. Processing personal data fairly, lawfully, and in a transparent manner. We’ll not process 
data unless: 
A) we’ve iden7fied a valid lawful basis for processing under Ar7cle 6 of the GDPR, and 
B) in the case of special categories of personal data, we’ve also iden7fied a special category 
condi7on in compliance with Ar7cle 9. 
 
Ar7cles 6 and 9 are available in Appendix One. 
 
2. Obtaining personal data only for one or more specified, explicit, and lawful purposes. We 
won’t process any data in a manner incompa7ble with this purpose or purposes.   We’ll never 
deceive or mislead individuals when we collect their personal informa7on. All forms we use 
to collect data will clearly state: 
• who we are 
• why we are collec7ng the informa7on 
• how we intend to use the informa7on 
• where the data subject can find our Privacy No7ce 
• any other informa7on we feel is useful. 
 
3. Ensuring the personal data, we hold is adequate, relevant and limited to what is necessary 
in rela7on to the purpose for which the data was collected. 
 
4. Ensuring personal data is accurate and, where necessary, kept up to date. If we are made 
aware the personal data we hold is inaccurate we will erase or rec7fy the data within one 
month. 
 
5. Ensuring personal data is not kept for longer than necessary in rela7on to the purpose for 
which the data was collected. We’ll securely dispose of any records we no longer need. 
Employees must refer to our Document and Data Reten-on Policy for guidelines on how long 
to keep different types of informa7on. 
 
6. Implemen7ng appropriate technical and organisa7onal measures to protect 
confiden7ality, maintain integrity, and ensure availability of our systems and services and the 
personal data we process. 
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6. Accountability Principle 

 
To demonstrate our commitment to GDPR principles and acknowledge The Willats Trusts’ 
responsibility to comply, we will: 
 
1. Maintain data protec7on policies 
 
2. Implement mandatory employee training. 
 
3. Maintain relevant documenta7on on processing ac7vi7es 
 
4. Adopt the principles of data protec7on by design and data protec7on by default, including 
where appropriate: 
• data minimisa7on projects 
• the use of anonymisa7on or pseudo anonymisa7on 
• Data Protec7on Impact Assessments for all new projects involving personal data. 
 
We’ll provide a Privacy No7ce telling data subjects what to expect when we collect their 
personal informa7on. The Privacy No7ce will state the lawful basis for processing and who 
we’ll share data with. 
 
If we make any changes to our no7ce, we’ll immediately publish the changes on our 
website, and via any other appropriate communica7on channel. 
 
If there’s a change to the type of personal informa7on we collect or the nature of the 
processing we’ll issue a revised Privacy No7ce, as set out in 3.3. We’ll explain the changes, 
the reason for the changes and the lawful basis for processing. 
 
There are certain exemp7ons in the GDPR, which means there are 7mes when we don’t have 
to comply with the above principles, or with data subject rights. These are used only in 
special circumstances. If employees wish to apply a relevant exemp7on, they must first 
contact the CEO of The Willats Trust. 
 
We’ll never rent or sell any personal informa7on to third par7es. 
 
Employees, contractors, and Board Members are not allowed to use personal informa7on for 
any other purpose than it was obtained, subject to the exemp7ons in the GDPR, referenced 
in the paragraph above. 
 
Before collec7ng data for a new purpose, employees must consult with the CEO. This is 
because: 
 
• It may be unlawful to use the data for another purpose. 
• We may need to amend our ICO no7fica7on (it’s a criminal offence if this isn’t 
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accurate) and/or Privacy No7ce 
• We may need to inform data subjects and/or gain their consent 
• We may need to complete a Data Protec7on Impact Assessment if the 
processing is high-risk. 
 

7. Useful defini7ons within the GDPR 

 
Data Subject 
A living individual who is the subject of personal data or can be iden7fied, directly or 
indirectly from the data. For us this includes past, present, and prospec7ve: 
 
• Employees 
• Residents, service users, leaseholders 
• Contractors 
• Suppliers 
• Partners and agents 
• Board members. 
• Members of the public. 
 
Data 
 
• Informa7on stored electronically, e.g. on a computer, CCTV, backed up files, faxes, videos, 

instant messaging, email, informa7on on telephone logging systems, video conferencing, 
photographs or text messages. 

• Informa7on generated using automated means e.g. credit score or profiling. 
• Manual informa7on recorded with the inten7on it will be processed electronically, e.g. 

File notes made by hand, which will later be input online. 
• Manual informa7on that is structured and accessible. 
 
Processing 
 
• Carrying out any opera7on or set of opera7ons on our data, including: 
• Collec7on, recording, organisa7on, adapta7on, or altera7on of the informa7on or data 
• Retrieval, consulta7on, or use of the informa7on or data 
• Disclosure of the informa7on or data by transmission, dissemina7on, or 
• otherwise making available, or 
• Alignment, combina7on, blocking, erasure, or destruc7on of the informa7on or data. 
 
Personal data 
 
Data rela7ng to an iden7fiable person, who can be iden7fied either directly or 
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indirectly (i.e. by reference to an iden7fier, e.g. loca7on data). It includes any expression of 
opinion about the individual and any indica7on of the inten7ons of the data controller or any 
other person in respect of the individual Data Protec7on Policy. 
 
Special categories of Personal data 
 
Data rela7ng to someone’s: 
• Racial or ethnic origin 
• Poli7cal opinions 
• Religious or philosophical beliefs 
• Trade Union membership 
• Gene7c data 
• Biometric data 
• Health 
•    Sex life or sexual orienta7on. 
 
Data Controller 
 
The organisa7on that determines the purpose of the processing, i.e. how the personal data 
will be used. In our case this is The Willats Trust. 
 
Data Processor 
 
Any organisa7on processing data on our behalf, e.g. our contractors. 

8. Roles and Responsibili7es 

 
The Board is ul7mately responsible for compliance with the GDPR. The CEO will be the 
named Data Protec7on Officer (DPO) registered with the Informa7on Commissioners Office 
(ICO.) 
 
They will: 
 
• Maintain this Policy and any suppor7ng policies and procedures. 
• Provide data protec7on guidance and advice to colleagues and residents. 
• Manage and advise on breaches. 
• Provide advice to colleagues on Data Protec7on Impact Assessments when star7ng new 

processes or purchasing new soiware. 
• Ensure The Willats Trust has accurate and up to date ICO registra7ons. 
• Act as the contact point for the ICO. 
• Provide mandatory training for all new employees and annual refresher training for 

exis7ng employees. 
• Report annually to the Board on our data protec7on management. 
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The Willats Trust will consider disciplinary ac7on (in accordance with our Disciplinary Policy) 
against employees who fail to: 
 
• Comply with the Data Protec7on Policy  
• Comply with the GDPR – this includes accidentally, knowingly, or recklessly breaching the 

Act. 
• Comply with their duty of confiden7ality as outlined in the Code of Conduct and this 

Policy. 
 
All employees have a duty to maintain the security of personal informa7on. Employees must 
contact the CEO if: 
 
• They’re aware of a possible data protec7on breach 
• They’re concerned about the way data is being used within the organisa7on. 
 

9. Organisa7onal and technical security 

 
Ensuring we keep the personal data we hold secure is fundamental to data protec7on law. 
We hold lots of personal and special categories of personal data and have a duty to keep it 
safe. 
 
We’ll follow the organisa7on and technical security principles set out in the following policies: 
 
• Acceptable Use Policy 
• IT Access Control Policy 
• IT Informa7on Security Policy. 
 

10.  Individual rights 

 
The GDPR introduces eight rights for individuals: 
 
The right to be informed. 
 
We’ll be open, honest, fair, and transparent with individuals about the use of their personal 
data. We’ll provide a Privacy No7ce and ensure its draied in accordance with guidance 
provided by the ICO. 
 
The right of access: Subject Access Requests. 
 
All individuals have the legal right to ask us if we’re processing their personal informa7on. 
The requests are called Subject Access Requests (SARs). If we receive an SAR, (or a request 
that could possibly be one), you must inform the CEO immediately, even if it’s a verbal 
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request. We’ll comply with SARs in accordance with the GDPR by following our procedure in 
Appendix Two. We’ll respond to SARs promptly and in accordance with statutory 7mescales. 
 
In some circumstances, an exemp7on will apply, and this will mean that we can refuse to 
comply with the SAR (see Appendix Two). 
 
 
 
The right to rec7fica7on. 
 
Individuals have the right to ask for their personal data to be rec7fied where it relates to a 
maker of fact and it’s inaccurate or incomplete and the individual can provide evidence to 
support this. All requests must be passed immediately to the CEO. We will respond to all 
requests without undue delay and within one month. 
 
The right to erasure. 
 
Individuals can request the dele7on or removal of personal data where there is no 
compelling reason for its con7nued processing. All requests must be passed immediately to 
the CEO. We’ll consider requests for erasure by following our procedure in Appendix Three. 
 
The right to restrict processing. 
 
Individuals have a right to ‘block’ or suppress the processing of personal data: 
• If an individual queries the accuracy of their personal data, we will restrict processing 

un7l we have verified the accuracy of the personal data. 
• If the processing is unlawful and the individual opposes erasure and requests restric7on 

instead 
• If we no longer need the personal data but the individual requires the data to establish, 

exercise, or defend a legal claim. 
• Where an individual has objected to the processing (where it was necessary for the 

purpose of legi7mate interests) and we are considering whether our legi7mate grounds 
override those of the individual. 

• If we agree with the request to restrict processing of an individual’s personal data, we will 
con7nue to store the personal data, but not further process it. 

• If we have disclosed the personal data in ques7on to third par7es, we must inform them 
about the restric7on on the processing of the personal data unless it is impossible or 
involves dispropor7onate effort to do so. 

 
The right to data portability 
 
Individuals have the right to obtain and reuse their personal data for their own purposes 
across different services. We’ll consider data portability requests by following our procedure 
in Appendix Four. 
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The right to object 
 
We will no7fy individuals of their right to object to direct marke7ng in our Privacy No7ce. We 
will stop processing personal data for direct marke7ng purposes as soon as we receive an 
objec7on and no later than one month. Individuals also have the right to object to processing 
based on legi7mate interests. In that case, where an individual objects, we must stop 
processing the personal data unless: 
 
• We can demonstrate compelling legi7mate grounds for the processing, which override 

the interests, rights, and freedoms of the individual; or 
• The processing is for the establishment, exercise, or defence of legal claims. 
 
Rights in rela7on to automated decision making and profiling. 
 
We will only profile residents’ data to enable us to tailor the support we provide e.g. to 
assess the likelihood of residents falling into rent arrears. We will only profile data provided 
to us directly by the resident and the lawful basis for processing is the performance of a 
contract (maintaining our tenancy agreement with residents). We will only use the minimum 
amount of data required. 
We will carry out a Data Protec7on Impact Assessment before star7ng any new ac7vity 
involving profiling of data. The Charity does not carry out automated decision making. 
 

11. Consent 

 
Where we require consent to provide a service, we’ll follow the requirements set out 
in the GDPR. Consent requests will be explicit, transparent, and for a specific 
purpose only. We’ll ask individuals to posi7vely opt-in and allow individuals the opportunity 
to withdraw consent at any 7me without detriment. 
 

12. Home working 

 
This guidance applies to all employees who work from home, either occasionally or 
as part of their contract. 
 
• Employees must follow the Procedure for taking files and papers out of the office. 
• Employees may only use online remote access to access our central servers. 
• Employees must always follow the Acceptable Use Policy. 
• Employees must ensure their work cannot be viewed accidentally by others, 
including family members. 
• Employees must follow the Procedure for taking files and papers out of the office in 
rela7on to prin7ng and handling paper documents outside of The Willats Trust office. 
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13. Working with Data Processors 

 
A data processor is an organisa7on or individual processing data on behalf of a data 
controller e.g. a contractor. We must have contracts in place with our data processors to 
cover protec7on of the data we share with them. The contracts will iden7fy: 
 
• The subject maker and dura7on of the processing 
• The nature and purpose of the processing 
• The type of personal data and categories of data subject 
• The obliga7ons and rights of the controller. 
 
Our contracts will include the following compulsory terms: 
 
• Contractors will only act on our wriken instruc7ons (unless required by law to act without 

such instruc7ons) 
• Contractors will ensure that anyone processing the data (i.e. employees) are 

subject to a duty of confidence 
• The contractor will take appropriate measures to ensure the security of 

processing 
• The contractor will only engage a sub-processor with our prior consent and a wriken 

contract. 
•     Contractors will assist us in providing subject access and allowing data subjects 
to exercise their rights under the GDPR 
•     Contractors will assist us in mee7ng our GDPR obliga7ons in rela7on to the security of           
processing, the no7fica7on of personal data breaches and data protec7on impact 
assessments 
•     Contractors will delete or return all personal data to us as requested at the end of the 
contract, and 
• Contractors must submit to audits and inspec7ons and provide us with whatever 
informa7on we need to ensure they are GDPR compliant and tell us immediately if they are 
asked to do something infringing the GDPR. 
 
We will usually only share any personal informa7on with a data processor once a contract is 
in place although this will not always be possible or appropriate in the circumstances.  
 

14. Disclosing informa7on to other third par7es 

 
There may be occasions where we receive requests to share personal data with a third party 
with which we don’t have an exis7ng rela7onship. This can involve a one-way disclosure to a 
third party or a mutual exchange of personal data. 
 
Generally, the GDPR does not allow us to disclose informa7on to a third party unless: 
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• The data subject has been informed (for example through our Privacy No7ce) or has given 
us their consent. We’ll s7ll ensure the disclosure meets one of the condi7ons in Ar7cle 6, and 
one of the condi7ons in Ar7cle 9 if the data is special categories of personal data. For the 
avoidance of doubt, Willats Trust does not necessarily require the data subject’s consent to 
disclose informa7on to a third party. 
• A relevant exemp7on in the GDPR applies. For example, if the police need informa7on to 
prevent or detect crime or catch or prosecute a suspect. 
• We believe sharing the informa7on is in the vital interests of the data subject. This is 
generally life and death situa7ons only and will be rarely used. In these cases, we’ll also refer 
to our Safeguarding Policy  
 
As a general rule, we’ll not disclose informa7on in response to a telephone request from a 
third party. 
 
We’ll always ensure requests for informa7on are received in wri7ng. Requests must be on 
leker-headed paper or sent from a legi7mate email address. We may verify the iden7ty of 
the requestor, for example by contac7ng their organisa7on. We’ll always respond to requests 
in wri7ng. 
 
We’ll not disclose informa7on to a third party who visits one of our offices without 
prior arrangement. 
 
If the request is urgent (for example police visit our office recep7on) employees must contact 
the CEO. 
 
We’ll ensure the third party agrees to return, or securely destroy the informa7on we send 
when they no longer need it. 
 
If employees wish to share data with a new third party (who we haven’t shared data with 
before) and: 
 
• We haven’t previously no7fied the data subject 
• A relevant exemp7on doesn’t apply, they must contact the CEO before sharing data with a 
new third-party. The CEO will decide if the disclosure is appropriate and record the decision 
in wri7ng. Even it is a valid request, we will consider whether there is a more appropriate 
source of the informa7on. We’ll only share the minimum amount of informa7on required. 
 
Residents may authorise third par7es to contact us on their behalf. We will record this. 
 
Where a resident is unable to manage their own affairs due to mental or physical incapacity, 
they may appoint a third person to support, represent, or make decisions on their behalf. 
 
We’ll request evidence of the appointment, and this will be held on the resident’s 
file. 
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In these instances, we may disclose relevant personal informa7on aier verifying the iden7ty 
of the third party. 
 

15. Informa7on Sharing Agreements 

 
When we engage in regular sharing arrangements with a third party, we’ll ensure to 
the best of our ability that both par7es sign an Informa7on Sharing Agreement. These ensure 
we share certain rou7ne informa7on legally. Before sharing any informa7on under an 
Informa7on Sharing Agreement, we’ll: 
 
• Ensure the agreement covers the type of informa7on we want to disclose 
• Follow the specific procedure or authorisa7on process to ensure we share data fairly and 
lawfully 

16. Using Personal informa7on in corporate publica7ons or on our website 

 
We’ll always obtain explicit signed consent from the data subject before we publish any 
Personal informa7on. This includes photos taken at corporate events. 

17. Data Protec7on breaches 

 
In the event of a data protec7on breach, employees must refer to our Data Protec-on Breach 
Procedure. All employees are responsible for repor7ng data protec7on breaches to the CEO 
immediately if possible and in any event, within 12 hours. 

18. Informa7on rela7ng to people who have died. 

 
Although the GDPR only applies to living individuals, we will apply the same level of 
confiden7ality to a deceased person’s informa7on as we would to a living person’s 
informa7on. 
 
If you ever receive a request for informa7on rela7ng to a person who has died, please 
contact the CEO. In many cases it would only be appropriate to release informa7on to the 
deceased person’s executor to their will, or personal representa7ves (usually their next of 
kin). We will only share necessary and relevant informa7on. 

19. Data Protec7on Impact Assessments (DPIAs) 

 
We’ll consider the poten7al impact of new ini7a7ves and change on individual privacy and 
adopt a privacy by design and default approach. New ini7a7ves which will involve the use of 
personal data will require a Data Protec7on Impact Assessment, this will include: 
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• New or significant change to IT systems storing personal data 
• Any changes to how we share or manage personal data e.g. a new digital 
system 
• Policy reviews resul7ng in new ways of managing personal data. 
 
Employees responsible for managing the project/change must complete a DPIA before the 
project starts. The CEO will review the DPIA. 
 

20. Confirming iden7ty of telephone callers 

 
All employees must follow the Procedure for confirming iden7ty of telephone callers. 
Ques7ons must be things where there is a strong likelihood only the Data Subject will know 
the answer. Any change to the agreed security ques7ons must be approved by the CEO 
 

21. Recordings 

 
Recording external mee7ngs 
 
Employees should decline and/or not ini7ate any request for recordings of external 
Willats Trust mee7ngs where personal informa7on will, or is likely to be, disclosed. The 
reasons for this include: 
 
• Protec7on of privacy for others 
• Confiden7ality 
• To avoid having to manage and store recordings 
• To ensure par7cipants feel comfortable contribu7ng to mee7ngs and not limited 
because of being recorded (or not par7cipate at all). 
 
In a circumstance where a record and/or transcript are needed as reasonable adjustments, 
the mee7ng host will contact the CEO to discuss how to implement these adjustments. 
 
If an individual records a mee7ng and publishes the recording, you should no7fy the CEO as 
they may be subject to charges under the Data Protec7on Act. 
 
Recording internal business mee7ngs 
 
Employees may record internal formal business mee7ngs (e.g. Board/Commikee mee7ngs) if 
there's a limited, iden7fied need (e.g. for minute-taking purposes). The organiser of the 
mee7ng must communicate with akendees ahead of the mee7ng to confirm they agree with 
the recording. 
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Any concerns must be addressed directly with the individual and we must ensure colleagues 
are not excluded from par7cipa7ng if they've concerns about recording. 
 
At the start of the mee7ng, the Chair/lead person must explicitly state the mee7ng is being 
recorded and the purpose for the recording and confirm the recording will be stored and 
deleted in accordance with Willats’s procedures. 
 
The individual recording the mee7ng must confirm they will not broadcast the recording, 
post it on social media, or use it for any other purpose than that agreed. 
 
Recordings must be retained securely on Willats Trust systems with access restricted to 
colleagues using the recording. The recording should only be retained for the limited 7me 
needed to fulfil the original purpose (e.g. to type up minutes). The organiser of the mee7ng is 
responsible for ensuring it is deleted from the system. 
 
Recording internal mee7ngs between colleagues 
 
With the excep7on of formal business mee7ngs set out above it’s not permissible to record 
any other internal mee7ngs between colleagues either in person or virtually using a mobile 
recording device or mee7ng app. Examples include but are not limited to team mee7ngs, 
121s, appraisals or informal conversa7ons. Mee7ngs recorded without the knowledge or 
permission of those present may be treated as grounds for disciplinary ac7on. 

22. Monitoring and Review 

 
Data Protec7ons Breaches will be reported to the Board, in the case of a serious breach as 
soon as it occurs, otherwise it will be reported as part of the Management Informa7on 
presented at Board mee7ngs. 

23. Review 

 
This policy will be reviewed every two years to include legisla7ve, regulatory, best prac7ce 
development or to address opera7onal issues. 

24. Other Relevant Policies 

 
• Document Reten7on Policy 
• Code of Conduct 
• Disciplinary Policy 
• Acceptable Use Policy 
• IT Access Control Policy 
• IT Informa7on Security Policy. 
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Appendix One 

 
Lawful Basis for Processing – Ar7cles 6 and 9 
 
When we process personal data, we must meet one condi7on in Ar7cle 6 of the GDPR. 
When we process sensi7ve (special categories) of personal data, we must meet one condi7on 
in Ar7cle 6, and one condi7on in Ar7cle 9 of the GDPR. 
 
Ar7cle 6 
 

1.  Consent: the individual has given clear consent for you to process their personal data 
for a specific purpose. 

 
2.  Contract: the processing is necessary for a contract you have with the individual, or 

because they have asked you to take specific steps before entering into a contract. 
 

3. Legal obliga7on: the processing is necessary for you to comply with the law (not 
 including contractual obliga7ons). 
 

4. Vital interests: the processing is necessary to protect someone’s life. 
 

5. Public task: the processing is necessary for you to perform a task in the public interest 
 or for your official func7ons, and the task or func7on has a clear basis in law. 
 

6. Legi7mate interests: the processing is necessary for your legi7mate interests or the 
legi7mate interests of a third party unless there is a good reason to protect the 
individual’s personal data which overrides those legi7mate interests. (This cannot 
apply if you are a public authority processing data to perform your official tasks). 

 
Ar7cle 9 
 

1.  The data subject has given explicit consent to the processing of those personal data for 
one or more specified purposes. 

 
2. Processing is necessary for the purposes of carrying out the obliga7ons and exercising 

specific rights of the controller or of the data subject in the field of employment and 
social security and social protec7on law in so far as it is authorised by Union or 
Member State law or a collec7ve agreement pursuant to Member State law providing 
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for appropriate safeguards for the fundamental rights and the interests of the data 
subject. 
 

 
3. Processing is necessary to protect the vital interests of the data subject or of another 

natural person where the data subject is physically or legally incapable of giving 
consent. 

 
4. Processing is carried out in the course of its legi7mate ac7vi7es with appropriate 

safeguards by a founda7on, associa7on or any other not-for-profit body with a poli7cal, 
philosophical, religious or trade union aim and on condi7on that the processing relates 
solely to the members or to former members of the body or to persons who have 
regular contact with it in connec7on with its purposes and that the personal data are 
not disclosed outside that body without the consent of the data subjects. Data 
Protec7on Policy. 

 
5. Processing relates to personal data which are manifestly made public by the data 

 subject. 
 

6. Processing is necessary for the establishment, exercise or defence of legal claims or 
whenever courts are ac7ng in their judicial capacity. 

 
7. Processing is necessary for reasons of substan7al public interest, on the basis of Union 

or Member State law which shall be propor7onate to the aim pursued, respect the 
essence of the right to data protec7on and provide for suitable and specific measures 
to safeguard the fundamental rights and the interests of the data subject. 
 

8. Processing is necessary for the purposes of preven7ve or occupa7onal medicine, for 
the assessment of the working capacity of the employee, medical diagnosis, the 
provision of health or social care or treatment or the management of health or social 
care systems and services on the basis of Union or Member State law or pursuant to 
contract with a health professional and subject to the condi7ons and safeguards 
referred to in paragraph 3. 

 
9. Processing is necessary for reasons of public interest in the area of public health, such 

as protec7ng against serious cross-border threats to health or ensuring high standards 
of quality and safety of health care and of medicinal products or medical devices, on 
the basis of Union or Member State law which provides for suitable and specific 
measures to safeguard the rights and freedoms of the data subject, in par7cular 
professional secrecy. 

 
10. Processing is necessary for archiving purposes in the public interest, scien7fic or 

historical research purposes or sta7s7cal purposes in accordance with Ar7cle 89(1)  
based on Union or Member State law which shall be propor7onate to the aim pursued, 
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respect the essence of the right to data protec7on and provide for suitable and specific 
measures to safeguard the fundamental rights and the interests of the data subject. 

 
Human Rights Act Ar7cle 8 
If the informa7on shared is of a private nature (e.g. family life) it must meet one of the 
following criteria – and it must be necessary and propor7onate to share: 
 

• Interests of na7onal security 
• Public safety 
• Economic well-being of the country 
• Preven7on of crime and disorder 
• Protec7on of health and morals 
• Protec7on of the freedom and rights of others. 
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Appendix Two 

 
Procedure for Subject Access Requests 
 
Everyone has the right to see the informa7on The Willats Trust holds on them (this includes 
paper and computer files) – this is called a Subject Access Request (SAR). We encourage 
individuals to use our SAR form as this provides further informa7on on the process. 
 
There is no charge for this request. We’ll provide the informa7on without delay and within 
statutory 7mescales. Before providing the informa7on, we’ll check the individual’s iden7ty 
either by: 
 
• Comple7ng security ques7ons, or 
• Reques7ng two forms of photocopied iden7fica7on, as set out in the SAR form. 
 
We’ll also confirm how they would like to receive the informa7on (by paper or electronic 
copy). Where requests are manifestly unfounded or excessive, in par7cular because they are 
repe77ve, we may: 
 
• Charge a reasonable fee, taking into account the administra7ve costs of providing the 
informa7on, or 
• Refuse to respond. 
Where we refuse to respond to a request, we’ll contact the individual within one month 
explaining our reasons for refusal and their right to complain to the ICO. 
 
We may refuse a Subject Access Request for the following reasons: 
 
• It would iden7fy another individual who has not consented to the disclosure and it is 
unreasonable to disclose without their consent 
• It is legally privileged correspondence e.g. between The Willats Trust and its solicitors 
• The informa7on is held for: 
o the preven7on of the detec7on of crime; and/or 
o the apprehension or prosecu7on of offenders; and/or 
o the assessment or collec7on of any tax or duty or any other imposi7on of a similar nature 
where access would be likely to prejudice any of the above makers. 
• The informa7on was provided in confidence by a third party e.g. social worker, 
doctors, solicitors, local councils or the Department for Work and Pensions 
• In the opinion of The Willats Trust or a health professional it would be likely to cause 
serious harm to the physical and/or mental health of a resident or another person. 
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The Property Manager deals with SAR requests for tenants. 
The Grants Administrator deals with SAR requests for Grant Recipients . 
The CEO deals with SAR requests for employees (former and current). 
 

Appendix Three 

 
Procedure for Right to Erasure 

 
The right to erasure does not provide an absolute ‘right to be forgoken’. Individuals have a 
right to have personal data erased and to prevent processing in specific circumstances: 
 
• Where the personal data is no longer necessary in rela7on to the purpose for which it was 
originally collected/processed 
• When the individual withdraws consent 
• When the individual objects to the processing and there is no overriding legi7mate 
interest for con7nuing the processing 
• The personal data was unlawfully processed (i.e. otherwise in breach of the GDPR) 
• The personal data has to be erased in order to comply with a legal obliga7on 
• The personal data is processed in rela7on to the offer of informa7on society services to 
a child. 
Tenants and Grant Recipients  can make a right to erasure request to the Property Manager 
or Grants Administrator. If we’re able to ac7on the request (in full or par7ally) we will do this 
within one calendar month. 
We will refuse to comply with a request for erasure where the personal data is processed for 
the following reasons: 
• To exercise the right of freedom of expression and informa7on 
• To comply with a legal obliga7on for the performance of a public interest task or 
exercise of official authority 
• The exercise or defence of legal claims. 
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Appendix Four 

 
Procedure for Data Portability Requests 
 
Residents can request a copy of their data in a csv / excel file from the Administrator if the: 
 
• Legal basis for processing the data is consent or performance of a contract AND 
• Processing is carried out using automated means excluding paper files. 
We will ask for: 
• Two forms of iden7fica7on 
• A descrip7on of the data requested. 
 
If we’re able to provide the data, we will provide the informa7on within one month. We will 
send the file via email, and we will call the resident to confirm their email address and the 
password to access the file. 
 
We will not accept data portability files from Tenants, Landlords or Organisa7ons  at this 
7me. It’s a requirement of the GDPR that the data we hold is accurate and up to date. To 
ensure the data meets our requirements and is not in breach of the GDPR we will obtain data 
directly from Tenants and other organisa7ons in line with our internal sign-up and Grant 
procedures. 
 
 
 
 
 
 


